E-Safety - Details to update restrictions on Phones and Tablets

Caution:

These steps will help in adding restrictions to your smart phones and tablets. However they will not
completely prevent all access to unsuitable materials. Services like YouTube and ITunes rely on the
person who uploads their videos or podcasts to flag or mark their materials for age and content
ratings. If they don’t rate it then the content will not be filtered out.

IPad \ ITouch \ IPhone

Go to Settings | General |Restrictions

Enable Restrictions — You will be asked to enter a 4 digit pin and then to confirm the pin.
Allowed Content

Settings for:

e Music & Podcasts — Explicit — Allow playback of music, music videos and podcasts containing
explicit lyrics — ON/OFF

e  Films —Tick the film ratings you want — Don’t allow films, U, PG, 12, 15, 18, Allow All Films

e TV Programmes — Tick the content you want — Don’t Allow TV Programmes, CAUTION, Allow
All TV Programmes

e Apps - Tick the Apps ratings you want — 4+, 9+, 12+, 17+ - Allow All Apps

e In-App Purchases — ON/OFF

Require Password - Immediately, 15 minutes — Require password for purchases
Location Services — Broadcasts where you are to apps or friends. — On/Off

You can also see the apps installed which use location services

Choose Don’t Allow Changes to lock these down.

However, if you're worried that your child will leave the iPad somewhere and forget it or simply lose
it, leave Find My iPad on as well as Location Services.

Web Browsers
Unfortunately Safari doesn’t have any safe child friendly options for web browsing, so you will have

to download a different web browser.

You will have to disable Safari - Under the "Allow:" section, toggle Safari to [Off]. This will disable
the built-in Safari web browser, which does not have any filtering or controls.

Search the App store for Safe Browser there are several of them both Free and Paid.



Android \ Google Play Store

Settings | User Controls |
Set or Change Pin — Prevents Changes to user controls

Content Filtering - Allow Apps rated for — Tick the content you want — Everyone, Low Maturity,
Medium Maturity, High Maturity, Show All Apps

Use PIN for purchases — On \ Off

YouTube

You need to go to Account | Settings | Safe Search Filtering — Select the option you want — Don’t
Filter, Moderate, Strict

There is no way unfortunately to lock this setting

BBC IPlayer:

How do I set up Parental Guidance Lock?

The first time you try to watch a Guidance-labelled programme, the Parental Guidance Lock warning
will appear and ask you to confirm you are aged 16 or over and, if so, invite you to set up Parental
Guidance Lock.

If you are aged 16 or over, please tick the box next to Yes, | am aged 16 or older. If you wish to set
up Parental Guidance Lock, please first ensure that cookies are enabled, then click on the option
to set up Parental Guidance Lock.

Tick I am aged over 16
Enter a 4 digit pin
Create your security Question and Answer

Click Activate

General Information
There is lots of good information and links here:

Wez Jefferson - http://www.wesed.co.uk/esafety.html

CEOP - http://ceop.police.uk/

Think you know - http://www.thinkyouknow.co.uk/



http://www.wesed.co.uk/esafety.html
http://ceop.police.uk/
http://www.thinkyouknow.co.uk/
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